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List of abbreviations

Sobol. Version 4

API Application Programming Interface
BIOS Basic Input/Output System

IC Integrity Check

M.2 PCI Express M.2 (Type 2230-D4-A-E)
Mini PCle Mini PCI Express

Mini PCle Half Mini PCI Express Half

NVRAM Nonvolatile Random Access Memory
PCIe PCI Express

RNG Random Number Generator

SMBIOS System Management BIOS

UEFI Unified Extensible Firmware Interface
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Introduction

This document is designed for administrators of Hardware Trusted Boot Module Sobol,
Version 4 (hereinafter Sobol). It contains information about setup and operation of
Sobol software.

Outline This administrator guide has the following structure:

e Chapter 1 provides an overview of Sobol software (its purpose and the system
requirements);

e Chapter 2 describes the setup and operation procedures of Sobol software for
Windows;

e Chapter 3 describes the setup and operation procedures of Sobol software for
Linux;

e Appendix contains information about scheck tool operation.

Addltlon_al Web- site. Information about Security Code products can be found on
information  https://www.securitycode.ru.

Training. You can learn more about hardware and software products of Security
Code in authorized education centers. List of the centers and information about
learning environment can be found on https://www.securitycode.ru/. You can
contact company representative for more information about organization of teaching
process by email: education@securitycode.ru.

Sobol. Version 4 5
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Chapter 1
Overview

Purpose

Sobol. Version 4
Administrator

Sobol software configures the IC mechanism and performs additional operations
while working with Sobol.

Note. The Sobol IC mechanism starts before an OS is loaded and ensures that software and hardware
components of a protected computer cannot be modified without permission.
For detailed information about the IC mechanism, see [1].

Sobol software contains the following components:

e ICtemplate management program;

e APl library (snellock.dll) for Sobol driver.

The IC template management program allows you to:

e create and modify the list of objects that will be checked for integrity violations,
and save these lists to files — IC templates;

e modify original IC templates — add/remove objects and restore original files;

Note. Original IC templates are created during Sobol software installation. If you do not need to modify
the original IC templates, to configure the IC mechanism, calculate reference checksums while initializing
Sobol (see [1]).

e create reports about controlled objects;
e create afile to export the Sobol log;
e create afile to save UEFI Option ROM.

Using the IC template management program in Windows you can configure IC for the
following objects:

o files;

e harddrive sectors;
e registry items;

e PCI devices;

e SMBIOS structures.

Using the IC template management program in Linux you can configure IC for files
and hard drive sectors. In CentOS 7.3, you can also configure IC for PCI devices and
SMBIOS structures.

Guide. Sobol Software 6
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Sobol software is compatible with the FAT16, FAT32, NTFS, EXT2, EXT3, EXT4 file
systems and the following operating systems:

MS Windows

10 x64;

8.1 x64;

8 x64;

7 x64 Edition;
Server 2012 R2;
Server 2016

Linux

ALT Linux SP 8.2;

ALT Linux SP 8;

OS Lotos 2;

RED OS MUROM 7.2;

Astra Linux Special Edition 1.6;
Astra Linux "Smolensk" 1.5;
Astra Linux "Smolensk" 2.12.14;
Cent0S 7.6.1810;

Continent 0S 4.2;

Debian 9.9;

RHEL 7.6;

ROSA Enterprise Linux Desktop;
Ubuntu 18.04 LTS;

VMware vSphere ESXi 6.0 up2;
VMware vSphere ESXi 6.5 a

Note. Sobol software is compatible with other operating systems within Linux family.

For contact

detailed information,

(https:/lwww.securitycode.ru/services/).

the service department

System hard drive must be a GPT structure and contain at least 50 MB of free space.

While creating IC templates and before running reference checksum calculation,
remove all USB Mass Storage devices (CD, DVD, flash drives, etc.) from your

computer.

Sobol. Version 4
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Chapter 2
Sobol software for Windows

Installation

To install the IC template management program:

Sobol. Version 4

The Installation Wizard appears.
Read the information and click Next >.
The dialog box containing the text of the license agreement appears.

Read the license agreement, click I accept the terms in the license
agreement, then click Next >.

The dialog box prompting you to specify the destination folder appears.

. Click Next>.

The dialog box prompting you to select the file containing the list of objects for
integrity check appears:

15 Sobol - InstallShield Wizard X
IC template settings ! a
Set default parameters to configure IC templates -
&
Configure IC templates
(®) By default

(") Using template file

m
=]
W
m

InstallShield

< Back Cancel

You can select anotherfile. To do so:

* select Using template file option button and click Browse;
* selectthe required file;

¢ clickOpen.

Click Next >.
The dialog box prompting you to start the installation appears.

. Click Install.

The Installation Wizard starts to deploy Sobol software. On the progress bar, you
can see the progress of the installation.

* toupdate system files without restarting the computer, close the listed programs, then click Retry;
* to continue the installation immediately, click Ignore. In this case, when the installation is completed
you may receive a message prompting you to restart the computer.

The Installation Wizard registers Sobol card driver and creates IC templates.

When the installation is completed, the respective dialog box appears. To run the
IC template management program, select the run the Run IC template
management program check box.

Administrator Guide. Sobol Software 8
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Click Finish.

Uninstallation

To uninstall Sobol software, use the Installation Wizard or Windows Explorer.

To uninstall Sobol software using the Installation Wizard:

1.

5.

Insert the installation disk into DVD/CD-ROM, run Setup.exe.

The Installation Wizard appears.

Click Next >.

The Program Maintenance dialog box appears.

Select Remove and click Next >.

The Remove the Program dialog box appears.

Click Remove.

When the installation is completed, the respective dialog box appears.
Click Finish.

If Sobol card was not removed from the computer after the uninstallation of Sobol software, you may receive a
message about the detection of an unknown device when you start the computer.

To update the IC template management program:

Update
1.
2.
3.
Repair

After that the dialog box prompting you to continue Sobol software update
appears.

Click Yes.
Read the information and click Next >.

The Installation Wizard starts to update the IC template management program.
On the progress bar, you can see the progress of updating.

When the update is completed, the respective dialog box appears.
Click Finish.

To repair IC the template management program:

1.

Sobol. Version 4

Insert the installation disk into DVD/CD-ROM, run Setup.exe
The Installation Wizard appears.

Click Next >

The Program Maintenance dialog box appears:

Administrator Guide. Sobol Software 9
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]‘E Scbol - InstallShield Wizard x

Program Maintenance ‘

Modify, ir th L 2
odify, repair, or remove the program A

@ Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

() Remove

@ Remove Sobol from your computer.

InstallShield

3. Select Repair and click Next >.
The Ready to Repair the Program dialog box appears.
4. Click Install.

You can see the progress of the installation on the progress bar. When the
operation is complete, the respective dialog box appears.

5. Click Finish.

IC data model

The parameters that define Sobol IC operation and are configured using the IC
template management program for Windows are combined into a data model.

The IC data model is a hierarchical description of objects and relations between them.
The model uses 5 categories of objects:

Object Description

Resource Afile, a disk sector, a registry item, a PCI device, a SMBIOS structure. It is
defined by the location and type of the resource

Resource Multiple descriptions of the same type resources (files, disk sectors, registry

group items, PCI device, SMBIOS structures). It is defined by the type of the
resources included into the group

Task A set of resource groups of the same or different types, e.g. a task can
include a group of system files and sectors at the same time

Job A set of tasks and resource groups to be controlled

Control A computer protected by Sobol

actors

Objects of one category are subordinate or superior in relation to objects of another
category. Thus, resources are subordinate to resource groups, the latter — to tasks.
Combining resources to groups, resource groups to tasks, tasks to jobs is called object
linking. As a result control actors assign jobs.

Configuring IC
To configure IC using the IC template management program for Windows, take the
following steps:
1. Modify IC templates (see p. 12).
2. Enable ICifit was disabled (see [1], Integrity check).
3. Calculate the reference checksums (see p. 26).

Sobol. Version 4 1 0
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Additionally, the IC template management program allows you to:

generate reports about the controlled objects (see p. 26);
save, import and export data models (see p. 27);

create files export logs (see p. 28) and save the UEFI/BIOS extension code (see p.
29).

Run the IC template management program

According to the OS version:

for Windows 10/8.1/8/Server 2012 R2 —in the Start menu, go to Sobol and run
IC template management;

for Windows 7 — in the Start menu, go to All Programs | Sobol | IC template
management.

A window appears as in the figure below:

n ¥npaenenne wadnonamu KL
1 ~—==@0aziin MNpaexa Bua Cy6beKTH yNpaeneHua Cepeuc Cnpaeka
Alesn a @3 9e—2 /4

3 —fekareropun

r CrpykTypa X || ma Onucanme Tun 3aganmns | Pegypcol | JlokaneHsie KU
~ s & DESKTOPR-MTF325C Komnerotep 1 28 Brnrouens

Cyererra | | (B Cybuextnl ynpaeneun
YUDARAEUHS -+ [§ DESKTOP-M7F325C

5 - =i
@d
3agaumna

6 (e

3agaum

Ipynne
PECYPLOE

%

Pecypcn

7 lotos 000000 13 000001 [000000] | 16:08:40

Fig. 1 The main window of the IC template management program for
Windows

The main window contains the following interface elements:

(1) Menu

Contains program management commands

(2) Toolbar

Contains shortcut buttons for management commands and software tools

(3) Categories (KaTteropumn)

Contains object categories (shortcuts of commands in the View (Bua) tab). To display the
object of the required category, click its shortcut e.g. to display the task list, click Tasks
(3apaHus).

If there is not enough space to display all shortcuts, scroll buttons appear at the top and/or
bottom of the panel. Use these buttons to move to the required shortcut

(4) Heading

Displays the heading of the selected object category

Sobol. Version 4
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(5) Structure (Ctpyktypa)

Contains a hierarchical list of objects. The root element of the hierarchy is the selected
category. To create the structure of objects, create nested objects or link objects of
different categories.
The shortcuts of objects that require the link with other objects have special signs:
o @ (the lower half of the circle is red) — the object does not include other objects;
o« & (the upper half of the circle is colored red) — the object is not included in other
objects;
o ¥ _the object is not linked to any other objects;
e « — the object has all the required links to other objects.
At the top of the section, there is the Quick Access Toolbar

(6) Objects

Displays the list of objects included in the object selected in Structure (CTpykrypa).
Information about the objects is presented in the table.
Table rows have different color:

e if the object has all the required links to other objects — the row is white;

¢ if the object requires a link but the link is missing — the row is pink;

e if the resource is not controlled — the row is gray

(7) Status bar

Contains service messages of the program. In the right part of the status bar, there are
zones containing the following information (from left to right respectively):
e the sequence number of the selected object, the total number of objects, the number of
selected objects in the object list;
e thecurrenttime

Modifying IC templates
To modify IC templates using the IC templates management program for Windows,
take the following steps:
e create new objects for IC:
e create single resources (see p. 12);

e create resource groups: groups of files (see p. 14), disk sectors (see p. 19),
registry items (see p. 20);

. add resource groups to the IC job for Sobol
(seep. 24);

e remove objects that do not require IC (see p. 25).
Create single resources

To create a single resource (a file, a disk sector, a registry item, a PCI
device, a SMBIOS structure):

1. In Categories (Karteropmmn) (see Fig.1 on p. 11), go to Resources

(Pecypchbl).
You will see the list of resources as in the figure below:
T Pecy)
Crpyktypa X || ma M3meneH | MyTe Tun KoHTpo... | Beinoad... | Tpynnbl
& E P Master Boot Record ... 11.12.2...  [uck O\ Cektop AA HET 1
[:] Pecypcel EPNTFS Boot Sector 0. 11.12.2...  [uek O\ CexTop Jar:y HET 1
{8 aiiner u katanoru EBNTFS Boot Sector #F...  1112.2...  fuck O\ Cektop A wer 1
{8 Obwextsi peectpa EPNTFS Boot Sector #3... 11.12.2..  Anck Oy Cexrop A wer 1
: [ Cexropei wectinx guckos EPPartition table #6E3E... 11.12.2.. [uck O\Extend.. Cektop A HET 1
-{@ Kondurypaunn 0Bopyaces | eaunknown (0+63) Bo.. 11.122.. Ouck O\Etend.. Cextop  JA wer 1

2. In Structure (Ctpykrypa), cIicklElAdd new ([lo6aBUTb HOBbIN).
The Create resource (Co3pgaHue pecypca) dialog box appears:

Sobol. Version 4 1 2
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Co3aaHue pecypca >,
Ofiwme:
Tun: | @ain o [Kortponuposats
MMA M Ny Th: [ Beinonksemsii
| E Ofsop. .. i
aK OTHMeHa

3. Take the following steps:

e In the Type (Twun) drop-down list, select the required resource: File
(®aiin) / Registry variable (MepemeHHasi peecTpa) / Registry key
(Kniou peecrpa) / Disk sectors (CekTopbl pucka) / Device
configuration (KoHdurypauusa o6opyaosaHun).

e (lick Browse (0630p).

. In File Explorer, select the required resource and click Open
(OTKkpbITL) /OK.

In the Name and path (Mma n nyTtb) field, you will see the path to the
selected resource.

¢ C(Click OK.
You will see the list of resources as in the figure below:
CTpykTypa X || vima | i3MeHeH MyTe Tan KoHTpons | Fpynn
& # A Bi0s 20000 11122017 11:12:45  SMBIOS\ SMEIO... FiT
[:] Pecypcei EﬂDisplayName 11122017 11:12:31  HKEY_USERS\.. MMepem... AA 0
{Iﬁ Daiinel v kaTanork &) GetDepends64.dil 11122017 11:15:45  C\Program F...  ®aiin Jur:y 1
(i) OBvexrer peectpa [EP GPT Header 20001 08122017 16:07:27 [k O\ Cekrop as 1
E CeKTopEI KeCTKIX AUCKOE | | (23 Master Boot Record 2., 08.12.2017 16:07:27  [nck 0\ CexTop Jury 1
- Konurypauns 0Bopyaosa | e NTFS Boot Sector #11... 08.12.2017 16:07:27  fnck O\ Cekrop a1

4. Addthe selected single resources to resource groups. To do so:

. In  Categories (KaTteropun)
(Fpynnbl pecypcoB).

, go to Resource groups

e In Structure (Ctpykrypa), cIicklElAdd new ([Jo6aBUTb HOBbIN).
The Create resource group (CospaHue rpynnbl pecypca) dialog box

appears.
Co3aaHue rpynnel pECYpCoB *
Obwwme:
W |
Onucanwe:
Tun: | daling ~

Fig. 2 Resource group creation dialog box

e Take the following steps:

e in the Name (MmMma) and Decription (OnucaHwue) fields, enter the
required name and a group description if necessary;

Sobol. Version 4 1 3
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e in the Type (Tun) drop-down list, select: File (®ain)/Registry
variable (NepemeHHasn peectpa) / Registry key
(Knrou peectpa) / Disk sectors (CekTtopbl aucka) / Device
configuration (KoHdurypauua o6opyaosaHuna);

e click OK.
You will see the list of resource groups as in the figure below.

% " Tpynnbi pecy)

CTpyKTYpa X || Mma MzmeHeHa OnucaHue Tun Mpw... | Pec...
+ " ECEH’prI secTkuy guc., 08122017 16:07:27 CerTophl #ecT.., 3
[ Tpynnei pecypeos @ Mogyan MO gna MAK ... 0812.2017 16:07:27  Mogyau MO .. ®aine/Katan.. 25

d CexTopb! KECTKUX ANCKL I'pynna baiinos 11.12.2017 11:18:28 Maiine/Katan...
-« [ Moaynu 110 ana MAK "¢ (BB OBrexter peectpa 11122017 11:19:14 OBbekTel peec...

-1 Tpynna daiince [B 0Bepyaosanme 11.12.2017 11:19:29 Kongurypau...
- ¥ B Obvexol peectpa

[} [@ Obopyaosatmne

(= = R R
=

5. In Structure (Ctpykrtypa), right-click the created folder select Add resources
(Ao6aBuTb pecypchbl) and click Existing (Cywecreyrowme).

A dialog box appears as in the figure below.

[JoBaeneHne NoguMHEHHBIX 0BBEKTOB K BBIGpaHHOMY X
BeiSepuTe ofbeK Tl ANA QoSaBneHIA:

Ofwext MpuHagn... | MyTe

Eﬂ HKEY_USERS" DEFAULT\Software"Class... 0 HKEY_USERS". DEFALLTSoftware"\Classes‘Local Settin...
[ Beipenmim sce 0K Omaena

6. Select the required reource and click OK.
In Structure (CTpykTtypa) and the list of objects, the selected objects appear.

"% TPy pecy|
Crpyktypa X Mma | M3meHeH Myt Tun KoHTpone | Tpynnel
Yo # B EﬂDisplayName 11122017 11:12:31 HKEY_USERS\... TMepem... aA 1

[E5 Mpynnei pecypeos

o« [B Cexropbi sectian ancig
+ [ Mogynm MO gna NAK "
1 [ Tpynna daiinos
- G E

i 1 [ OBopygoeanme

Create a resource group

You can create resource groups using task generator or the following commands:
e By directory (Mo kaTanory);
e Manually (Bpy4Hylo0).

To create a resource group (By directory (Mo katanory)):

1. In Categories (Kareropumu)(see Fig.1 on p. 11), go to Resource groups
(Fpynnbl pecypcoB).

You will see the list of resource groups as in the figure below.

"% TPy pecy|

Crpyktypa X || Mma MzmeHeHa OnucaHune Tun Mpw... | Pec..
& #® [B Cexropel skectime gne... 08122017 16:07:27 CexTopbl #ecT., 1 3
[:] Ipynnel pecypcos [E Mogyan MO gna NAK ... 08122017 16&:07:27 Mogyan N0 ...  Gaiiney/Karan.. 1 25

i ¥ B CEKTUpr HECTENX ANCKL
e [ Maogynm MO gna MAK "¢

Sobol. Version 4 14
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2. In Structure (Crpykrypa) , right- click the Resource groups
(Fpynnbl pecypcoB) folder, select Create group (Co3aaTtb rpynny) and click
By directory (Mo kaTanory).

The File Explorer appears.

3. Select the required directory and OK. In the IC templates management
(YnpaBneHnune wabnoHnamm KL) dialog box click OK.

To create a resource group (Manually (BpyuHyt0)):

1. In Categories (Karteropumu)(see Fig.1 on p. 11), go to Resource groups
(Fpynnbi pecypcoB) . In Structure (Crpykrtypa), click @ Add new
(Ao6aBnTb HOBbIN)

The Resource group creation dialog box (see Fig. 2 on p. 13) appears.

2. Take the following steps:

e inthe Name (Mmna) and Decription (Onucanue) fields, enter the required
name and a group description if necessary;

e inthe Type (Tun) drop-down list, select Files (®aitnbl);
e click OK.

3. In Structure (CtpykTypa), right-click the created folder select Add resources
(Ao6aBuTb pecypcbl) and click Multiple new (Heckonbko HOBbIX).

Co3gaHue pecypcoB *

DOPMUPOBAHWE HOEOH OMEPALIM:

BrifipaHHble diaiine w Bce dalfinel | DUNLTPEI QEIAN0E: ) '3

EXNE
YUMTLIEATE BNOMEHHOCTE Mo dunsTpy

NobaBrTe ONEPaLIKD. ..

MocnepoBsaTensHoCTE DI'IEDEILU.ﬂﬁ:

Cnepaumn

VUWTEIBATE CNMCOK PACLUIMPEHUI BEINONHAEMEIX BEANos oK OTHeHa

The Create resources (CospaHue pecypcoB) dialog box consists of two parts:

e the Generate new operation (®opMupoBaHMe HOBOW onepauumn)
group of fields allows you to specify an option for selecting resources and
setting additional conditions. You can set several conditions for one option.
Adding resources by an option and an additional condition is called an
operation. Multiple operations can be performed for one option.

To perform an operation, select an option, set additional conditions and click
Add operation ([lo6aBuTb onepaumio).

e the Sequence of operations (MocnegoBaTenbHOCTbL ONepaymi) group
of fields displays the sequence of the performed operations.

Sobol. Version 4 1 5
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You can find the parameters used for adding new files for IC in the table below:

Parameter Description

Resource selection | Two options are available:

option o Selected files (Bbi6paHHbie daitnbl) (standard file
selection procedure; no additional conditions available);

* Files by directory (®aiinbl no katanory) (files included
in the specified directory are added; nesting is taken into
account; you can use a filter)

Consider the nested | Parameters available only if the Files by directory (®ainbi
structure. no karanory) option

All files.
By filter

4. Configure resource selection parameters.
Then, proceed to one of the following steps depending on the selected option:

If you selected... ...proceed to step:

Selected files 5
(Bbi6bpaHHble dannbl)

Files in folder 7
(®ainbl No karanory)

5. Click Add operation ([lo6aBuTb onepaumio).
Windows Explorer appears.
6. Select the required files.

The new operations are added to the list in the Operation sequence
(MNocnepoBaTenbHOCTbL onepaumin) section.

Co3aaHue pecypcoB *

DOPMMPOBaHME HOBOI ONEpELIN:

BribpatHsie dalins e Bce dainel | DUALTPLI haknoe: 4 i || @
*exe
YUMTBIEATE BNOMEHHOCTE Mo duneTpY
E NofaErTE oNeEpawo, . i

MocneaoBaTENEHOCTE ONEPELMIA:

COnepawyn %
ﬁ BrifparHeie dains: C:\Program FilesiCommon Files\System\DirectDB. dll

ﬁ BribpanHele daine: C:\Program Files\Common Files\Systemwab32. dll
@ BribpanHele daine: C:\Program Files\Common Files\Systemwab32res.dll

¥aanuTe onepauM

VUMTHIBATE CNMCOK PECLUMPEHMIA BEINONHAEMBIX DEMN0E Ok OTMena

Each file has the respective operation.

Note. If you need to delete operations, select them in the list and click Delete operations (Yaanute
onepauum).

Then:
¢ if you do not need to add other resources, proceed to step 9.

e if you need to add other resources, return to step 4.

7. Configure additional parameters (to use the filter, double-click a line in the File
filters (®unbTpbl paitnos) list) and click Add operation ([o6aButb
onepauuio).

Windows Explorer appears.

Sobol. Version 4 1 6
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8. Select the required folder and click OK.

The new operation is added to the list in the Opeation sequence
(MocnepoBaTtenbHOCTb onepaumnin) section.

CozgaHne pecypcos X

DOPMUPOBEHIME HOBOIM ONEPELIN:

Daiinel No KaTanory w| (@Bce darinst | DunETPE daiinos: 1 i || @

exe
|:| YUMTLIBATE BNOMEHHOCTD O Mo duneTpY

NofEEMTE ONEPaLAKD. ..

MocnegosaTensHOCTE OI'IEDELU.ﬂﬁ:

Cnepauman \
@ ®ainel no kaTanory: C:\PerfLogs\(ece)

YaanuTe onepaLdd

VUWTLIBATE CNMCOK PACLUMPEHUIA BLINONHAEMEIX Bainos OTHeHa

Then:
e if you do not need to add other resources, proceed to step 9.
e if you need to add other resources, return to 4.

9. Make sure that you added all the required resources. Click OK.

The Create resources (Co3gaHune pecypcoB) dialog box is closed. The new
resouces are added to the data model.

Crpyktypa X Mma | M3meHeH Myt Tun KoHTpone | Tpynnel
Yo ® B & DirectDE.dIl 11122017 11:4514 CA\Program F...  @aiin Jury 1
[:] [pynnel pecypcos ﬁwabﬂ.dll 11.12.2017 11:4314  C\Program F..  ®aiin Jur:y 1
v B CeKTopbl HECTKNX ANCK] ﬁwabﬂres.dll 11.12.2017 11:4314  C\Program F..  ®aiin Jary 1
v [ Mogynn MO gna MAK "(
Y] oy gsinon]

@@ Obvekto peectpa
1 5} OBopyaoeanune

To create a group of files (using Task generator):

1. In the Categories (Kareropmum) section (see Fig. 1 on p. 11), select Resource
groups (Fpynnbl pecypcoB). In the menu, select Service | Task generator
(CepBuc | FreHepartop 3apau4).

A dialog box appears as in the figure below.

Sobol. Version 4 1 7
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leHepaTop 33434 NC YCTAHOEMNEHHBIM NPOTrpanMian *
BbiffepTe NporpaMMbl ANA CO3AEHMA HOBLIX a0a4:

Mowck no: | uHdopmawan 13 MsInstaller (L) w [ Brinenuts Bee

Microsoft Visual C++ 2010 x54 Redistributable - 10.0,.40219
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219
MAK "Cobone™

A ononHUTENBHD:
WrHopHpoBaTh 00bLEKTEI pEECTDE MoMeEYaTE BRINONHAEMBIE
[ ] MeHsTE myTH Ha NepemMeHHEle PaClUMPEHNA BLINOMHAEMBIN:

[+] LofaEnaTe saBMOMMEIE MoaYAM exe; .l .cpl; .drv; .sys; .00 .vbs; .scr; 1

Ok OTMeHa

2. In the Search by (Momck no) drop-down list, select a source to search for
programs.

3. Select the required programs in the Ilist and, in the Advanced
(AononHuTenbHO) section, set the additional conditions (see the table below).

Tip. To select multiple programs, use <Ctrl>. To select all objects in the list, select the Select all
(BblgenuTb Bce) check box.

Condition Description

Ignore Registry items are not added to tasks

regsitry

items

Replace Absolute paths to files and folders are replaced with Windows

paths with environment variables

variables

Add Dependent modules are added to a resource group where the source

dependence | fileis located.

modules Dependent modules are files that determine source file execution. For
example, drivers and libraries that are not parts of applications run
directly by user but without these drivers and libraries the application
cannot run.

Mark File with extensions specified in the Executing (BbinonHsiembin) field

executables | are marked

Note. If you select data from MSInstaller (uHcopmauum n3 MSinstaller) in the Search by
(Mowuck no) drop-down list, you can configure all the additional conditions listed above.

If you select shortcuts in the Start menu (spnbikam u3 meHto "Myck") in the Search by (Mouck
no) drop-down list, you can set only the Replace path with variables (MensaT> nymu Ha
nepemeHHble) and Mark executables (Momeyatb BbinonHsemble) conditions.

4. Click OK.

Sobol. Version 4 1 8
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When the generation process is completed, you receive the respective message.

5. Click OK.
The new resources are added to the data model.
CTpykTypa X | Muma | Mi3meHeH MyTe Tun KonTpons | Tpynnj
%o ® 2 ﬁADVAPIBZ.dII 11122017 11:4%23 C\Windows\...  ®aiin 1

I:I Ipynnel pecypcos & apphelp.dil 11122017 114325 C\Windows\... @aiin

“ECEHDPNXECTKNX.&.NCKI ﬁBcpd?Langs.dll 11122007 114825 CAWindows\... ®@aiin
« [[E Moaynn MO ana NAK (| B berypt.dil 11122017 11:49:25  C\Windows\... ®aiin
S [ Mpynna paiinos & beryptPrimitives.dil 11122017 11:42:25 C\Windows\... ®aiin
S {8 Obverrel pescrpa & charmap.exe 11122017 11:49:17  C:\Windows\... ®aiin
! [@ Obopyaosanme &l CHARTV.AII 11122017 11:43:25  CA\Windows\... ®aiin

PERRREEREER

e@ Karanor C:vsobol & combase.dil 11122017 11:48:25  C:AWindows\... ®aiin
[ R, | £8) COMCTL32. 11122017 114925 C:\Windows\.. ®aiin

Create a sector group

To create a hard drive sector group:

1. In the Categories (Kareropmmun) section, click Resource groups
(Fpynnbl pecypcoB).

2. In Structure (CtpykTypa) , right- click Resource groups
(Fpynnbl pecypcos) and select Create group | Manually
(CozpaTtb rpynny | BpyuHyro).

The Create resource group (Co3gaHue rpynnbl pecypcoB) dialog box
appears (cM. Fig. 2 on p. 13).

3. Take the following steps:
e in the Name (MUmsa) and Description (OnucaHue) text boxes, enter the
group name and some additional information, if necessary;
e in the Type (Tun) drop-down list, select Hard drive sectors (CekTopbl
YKECTKUX QUCKOB);

e click OK.
e In Structure (CtpykTtypa), right-click a folder of the group created earlier
and select Add | New resources

(Ao6aBuTb pecypcobl | HeckonbKO HOBbIX).
The Create resources (Co3pgaHue pecypcoB) dialog box appears.
4. Click Add operation ([lo6aBuTb onepauuio).
A dialog box appears as in the figure below.

B Cexropsl O *

BribepuTe cexTop

MNapameTp 3HaueHue
‘. ] [ Master Boot Record H OcHoste
LI GPT Header hck Oyex 0
L[] [3 NTFS Boot Sector Hrag Samsung SSD 8.

Cmne pasa... GUID taBmaua ...
Emrocte 476540 ME
= BIOS
Homep gc... 1
Pusmueck... 0000

0K OTHEHE

5. Select the required sectors and click OK.

Sobol. Version 4 1 9
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The selected operation is added to the list in the Operation sequence
(NMocnepoBatenbHOCTb onepawmii) section.

Co3gaHue pecypcoB *

DOpPMMPOBAHWE HOBOIM OMNEpaLMN:

CexTopsl AMCKOE w Bee daiine | PUnbTpel dainos:
YUWNTEIEATE BENOMEHHOCTE Mo hunsTpy
E HobaeuTe onepawo. . . i

MocneaoBaTensHOCTE ONEPELMIA:

Onepauwn
[ Cexropel anckos: nck 0\Master Boot Record #0000

¥aanuTe onepauM

Or OTmMena

Note. If you need to delete operations, select them in the list and click Delete operations (Yaanuts
onepauum).

6. Click OK.
The Create resources (Co3pganmue pecypcoB) dialog box is closed.

Creating a group of registry items
IC template management program allows you to create the following groups of

registry items: registry keys with variables (using the By registry key (Mo knwouy
peecTtpa) and Manually (Bpy4Hyr) commands) and registry items with variables.

To create a group of registry keys with variables (the By registry key
(Mo kniouy peecrtpa) command):

1. In the Categories (Kareropmmun) section, click Resource groups
(Fpynnbl pecypcoB).

2. In Structure (CtpykTypa) , right- click Resource groups
(Fpynnbi pecypcoB) and select Create group | By registry key
(Co3zpaTb rpynny | Mo knouy peecrtpa).

The Registry (INMpocMoTtp peecTtpa) dialog box appears as in the figure below.
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i MMpocmoTp peectpa O x
BbifepHTe KNKoY PEECTPa ANA CO3AEHWA MPyNnel:
BW=ELoC | .
+[:| Keyboard Layout
+-(Z7 Printers
=-{Z7 Software
=-{2] Classes
=I-{Z3 Local Settings
+[:| MuiCache
=-{Z3 Software
{23 Microsoft
=23 Windows
=-{Z3 CurrentVersion
-1 AppContainer
—[:| Mappings
—D 5-1-15-2-95739095-486727260-2033287.
: L2 Children W
£ >
OTMeHa

3. Select the required registry item and click OK. In the appeared dialog box, click
OK.

To create a group of registry keys with variables (the Manually (Bpyu-

Hyl) command):

1. In the Categories (Kateropum) section (see Fig. 1 on p. 11), click Resource
groups (Fpynnbil pecypcos).

2. In Structure (CtpykTypa) , right- click Resource groups
(Fpynnbl pecypcos) and select Create group | Manually
(CozpaTtb rpynny | BpyuHyro).

The Create resource (CospaHume rpynnbl pecypcoB) group dialog box
appears (see Fig. 2 on p. 13).

3. Take the following steps:
e in the Name (MUmsa) and Description (OnucaHue) text boxes, enter the
group name and some additional information, if necessary;
e in the Type (Tun) drop-down list, select Registry items (O6bekTbl
peectpa);
e click OK.
4. In Structure (CtpykTypa), right-click a folder of the created group and select
Add | New Resources ([lo6aButb pecypcbl | Heckonbko HOBbIX).

The Create resources (CospaHune pecypcoB) dialog box appears as in the
figure below.
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Co3aaHue pecypcoB

DOPMMPOBaHME HOBOI ONEpELIN:

MepeMEHHLIE MO K4y w Bee daiins

DUnNLTpel hEnos:

[ yuutsieaTs BRoskeHHOCT Mo gunsTpyY

NofaBrTE DNEpPaLM. ..

MocneaoBaTENEHOCTE ONEPELMIA:

COnepawyn

¥YOaniTe onepauu

OTmMeHa

5. In the Create new operation (®opMmupoBaHMe HOBOW onepaumm) drop-
down list, select Keys with variables (Knroun c nepemeHHbiMun). Click Add

Operation ([lo6aBuTb onepauuio).
The Registry (IMpocMoTp peectpa) dialog box appears.

6. Select the required registry items and click OK.
the list in the Opeation sequence
(MocnepoBaTtenbHOCTb ONepawmii) section.

The new operation is added to

Co3gaHue pecypcoB

DOPMUPOBAHWE HOBOW OMEPALIM:

Knioum ¢ NepeMEHHBIMIA L Bee daiine

[ vumroisate snomettocTs Mo dunsTpy

I [JlofiasnTe onepaunio. .. {

MocneaoBaTensHOCTE ONEPELMIA:

OUNETPEl hainos:

Onepauwn

’fﬂl(nml—m c nepemenHeiM: HKEY _LOCAL_MACHINE\SYSTEM

YaanuTe onepauM

(00,4

OTMeHa

7. Click OK.

The Create resources (CospaHue pecypcoB) dialog box is closed.

To create a group of registry key variables:
1. Take steps 1-4 of the previous procedure.

2. In the Create new operation (®opmupoBaHue HoBOM onepaumm) drop-
down list, Select Variables by key (MNMepemeHHble no kntouy). Click Add

operation ([lo6aBuTb onepauuio)

The Registry (MpocMmoTtp peecrtpa) dialog box appears.

3. Select the required registry items and click OK.
the list in the Opeation sequence
(MocnepoBaTenbHOCTb onepaumnin) section.

The new operation is added to

Sobol. Version 4
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Co3aaHue pecypcoB *

DOPMMPOBaHME HOBOI ONEpELIN:

MepeMEHHLIE MO K4y w Bee daiine | PUnbTpel dainos:

[ yuutsieaTs BRoskeHHOCT Mo gunsTpyY

E NofaErTE oNeEpawo, . i

MocneaoBaTENEHOCTE ONEPELMIA:

COnepawyn
gﬁﬂl‘lepEMEHHble no knody: HKEY _LOCAL_MACHINENSYSTEM\Select

¥aanuTe onepauM

0K OTmMeHa

4. Click OK.
The Create resources (Co3pnaHue pecypcoB) dialog box is closed.

To create a group of PCI devices and SMBIOS structures:

1. In the Categories (KaTteropum) section (see Fig. 1 on p. 11), click Resource
groups (Fpynnbl pecypcoB).

2. In Structure (CtpykTypa) , right- click Resource groups
(Fpynnbl pecypcos) and select Create group | Manually
(Cozpatb rpynny | BpyuHyro).

The Create resource group (Co3pgaHue rpynnbi pecypcoB) dialog box
appears (cM. Fig. 2 on p. 13).

3. Take the following steps:

e in the Name (Mma) and Description (OnucaHnue) text boxes, enter the
group name and some additional information, if necessary;

e in the Type (Tun) drop-down list, select Device configuration
(KoHdurypaumsa obopyaosaHus);

¢ Click OK.

4. In Structure (CtpykTypa), right-click a folder of the created group and select
Add | New resources ([lo6aButb pecypcbl | HeckosibkO HOBbIX).

The Create resources (CospaHue pecypcoB) dialog box appears.
5. Click Add operation ([Jo6aBuTb onepauuio).
A dialog box appears as in the figure below.
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BribepuTe obopyaoBaHue

B KoHgwurypauwa oBopysoeanmns

[WJE oEskrop-wres2sc

BDE PCl-wunHa

] i KeuTtponnepb

-] =m Kontponnepe

=18 BIOS
] #8 Systern
[J4£ Basebeard

O3 Processors

2 e~

CJfm Cucremmeie yerpoiicTea
[1E& BuasoaaanTep

I:‘I? Y¥crpoicTea ngeHTndmKaLn
(I Ceresbie apantepe

BD System Management BIOS

] _r_fﬁl System Enclosure

O X
A | MNapametp 3HaueHue
Ipynna DESKTOP-MTF ...
USE
IDE ATA/ATAPI
W
OK OTmeHa

6. Select the required resources and click OK.

The new operations are added to the list in the Opeation sequence
(MocnepoBaTtenbHOCTb onepaymnin) section.

Cozganue pecypcoe

YUMTLIBATE BNOMEHHOCTD

DOPMUPOBEHIME HOBOIM ONEPELIN:

KoHburypaws obopyaosaHua Bee daiinel | PUAETPE ainos:

Mo duneTpY

[ LoREEMTE ONEpaLAKD. . .

MocnegosaTensHOCTE OI'IEDELIMﬁ:

Cnepauman

N

"= KoHdMrypaLma obopynosaHna: PCIWoHTponnepel IDE ATA (ATAPI\CTaHASPTHEIA KOHTPORAEP ...
ﬂ K oHdMrypawa obiopynogaHuA: SMBIOS\BIOS #0000

YaanuTe onepaLdd

O

OTHeHa

Note. If you need to delete operations, select them in the list and click Delete operations (Yaanute

onepauum).

7. Click OK.

The Create resources (CospaHue pecypcoB) dialog box is closed.

Add objects to a job
To add objects:

1. In the Categories (KaTteropum) section, click Jobs (3apganusn).

The Jobs (3apaHuna) panel appears as in the figure below.

CTpyKTypa X

3apanua

[ v HE KoHTpons uenoctocty

HMma MzmeHeHo OnucaHue CyBbekThl Coaep*uT
% B B E& Kontpons uenoctoctn 08.12.2017 16:07:27  3agaHue Ha kontpon.. 1 1
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2. In Structure (Crpyktypa), right- click Integrity check (KoHTponb
LLeTOCTHOCTH) and select Add tasks/groups | Existing
(Oo6aBuTb 3apgaum/rpynnsi | Cyujecrsyouwme).

A dialog box appears as in the figure below.

JoBasneHne NogYMHEHHBIX CBBEKTOE K BEIBpaHHOMY *

BriBepiTe 0 ek Tl ANA A0G3ABNEHWA:

OfvexT MpvHaan.. = | ™

[Z] System Tools - Character Map

[ﬁ [pynna daitnos

@Dﬁhembl peecTpa

@Dﬁupymaame

[ﬁ Katanor C:\Sobal

E Knioy "HKEY_USERSY DEFAULT \Keyboar. ..
ECemmpbl KECTKMX QMCKOB

[@ Moayme MO ane NAK "CoGons”

[ Sustem Tanls - Character Man Patinn

- = = O o0 O o0 oo

] Beigenims sce DK Crmragna

3. Select objects to be added an click OK.
The new objects are added to Structure (Ctpykrypa) and to the list of objects.

["55a
CTpyKTypa X 1| nma MzmeHeHa OnucaHune MpuHagnexunt | CogepuT
to =) [EINAK "Cofons" 11.12.2017 13:40:34 MO gna MAK "Cobo.. 1 2
[:I 3apaHua ECEKTprI secTkmx guc.. 11.12.2017 15:40:34 2 3
4+ v EE KonTpons uenoctHocTi

Removing objects from a job

You can either remove objects softly or remove them permanently.

To soft remove objects:
1. In the Categories (Karteropum) section (see Fig.1 on p. 11), select Jobs
(3apaHus).

2. In Structure (CtpykTypa) orin the list of objects, right-click the object folder to
be soft removed. For a resource group, select Remove from | Task/Job
(UcknrounTtb U3 | Bapaun/3apanuumn); for a task, select Remove from | Job
(UckniounTb U3 | 3apgaHunn).

A dialog box prompting you to confirm the procedure appears.
3. ClickYes (Aa).
The object is removed from the job.

4. To restore the object, perform steps 2 and 3 of the Add objects to job
(Ao6aBneHune o6bekToB B 3agaHue Ha KL) procedure (see p. 24).

To remove objects permanently:

1. In the Categories (Kateropmmu) section (see Fig.1 on p. 11), select Jobs
(3apaHusn).

2. In Structure (Ctpykrypa) orin the list of objects, right-click the required object
and click Remove (Yaanutb).

A dialog box appears as in the figure below.
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¥aanenuwe rpynnel (Katanor 'ChScboel? pod

[aHHele 00bEKTEI MPMHAANEKET K obbekTam:

KoHTpone UENOCTHOCTH

W COAEpHAaT Cnefqyrillne ofbEeKThI:

C:\Sobol\files.chk ~
Ci'\Sobol\files.nam

C:'Sobol\Localhost.sdb

C:\Sobol\pd.chk

C:\Sobol\pd.nam

Ci'\Soboliregistry. chk W

Pt 1o gy | DS PP EORpappesppa

MpK yoaneHuy GyayT pasopsaHel BCE CBASM C BEILENEPEYHCNEHHEIMA
obbexkTamy. Mpoaom#mTe ?

[ vaanats NogHYMHEHHBIE Het

3. Click Yes (Oa).
The object is removed from the job.

Calculate reference checksums

After you configured and saved the IC list, you must calculate reference checksums.

Attention! Before calculating reference checksums, remove all USB Mass Storage devices from your
computer (USB, CD, DVD and removable drives, etc.).

To calculate reference checksums:
1. Restart your computer and log on to the system as Sobol administrator (see [1]).
2. Enable the IC mechanism (see[1]).

3. In the administrator menu, go to Integrity Check, in the Calculate
checksums section, select Start.
Reference checksums are being calculated. A window that displays the calculation
progress appears.
To cancel the calculation, either press <Esc> or select Cancel. If an error occurs,
the calculation will be stopped and you will receive the respective message. Read
the message and, to continue, press any key.

Reference checksums are calculated successfully if no errors occurred during the
calculation (the Errors field has 0 value).

If an error occurs, determine and fix the problem. For detailed information about
error messages, see [1] or p. 43.

Create a report about controlled objects

The IC template management program allows you to create an rtf file that contains
the list of controlled objects. The list also contains paths to each added object.

To create a report:

1. Run the IC template management program. In Menu (see Fig. 1 on p. 11), select
Service | Reports | Computer resources (Cepsucl| Otuetbl | Pecypchbl
pa6oueit cTaHUUM).

2. In the Computer resources (Pecypcbl paboueit ctaHummn) dialog box, if
necesary, change the report file name and its destination folder. To configure
report view parameters, click Advanced ([lononHuTeNbHO).

3. Click Create (MocTtpouTtb).
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Saving, importing and exporting a data model

Replace environment variable

To ensure proper operation of a data model that was moved from one computer to
another and while exporting specific resources, tasks and jobs, you might need to
replace absolute paths with environment variables.

This procedure is performed on a computer from which a data model (or its items) is
moved.

Replacing environment variables with absolute paths is a reverse procedure that is
performed to restore absolute paths.
To replace environment variables:

1. In a data model, right- click the required resource and click Environment
variables (MepeMeHHble OKpYEHUS).

A dialog box that contains the list of existing environment variables appears.
2. Selected the objects to be replaced:

e To replace absolute paths with environment variables, keep the default
option.

e To replace environment variables with absolute paths, select Environment
variable names with path values in files and folders (MMeHa
nepeMeHHbIX OKpPY>XeHUS Ha 3HavyeHue nytei B hailnax n nankax).

3. Select the required variables in the list.
4. Click OK.

Save a data model

You can save any changes in a data model's configuration performed during IC
template management program operation.
To save a data model:

Take one of the following actions:

e onthetoolbar, cIick (CoxpaHutb Mogenb);
e press <CtrI>+<S>;
e intheFile (®ain) menu, click Save (CoxpaHuTtb).

Export a data model

To export a data model:

1. In the File (®ain) menu, click Export model to XML (3kcnopr mogenu B
XML).

The Export data model (3kcnopt mogenu gaHHbIX) dialog box appears.

JKCnopT MOZEnn AaHHBLK Y

MyTh K BEIXOAHOMY daliny:

C:\Usersiuser\Documentsioname. xml | BriGpaTh...

Omneria

2. In the Output file path (MyTb Kk BbixogHOMY cdhainy) text box, enter the full
file name (its path and its name). You can also use Windows Explorer. To open
Windows Explorer, click Browse (BbibpaTtb).

3. Click OK.
When the export is completed, you receive the respective message.
4. Click OK.
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Import a data model

To import a data model:

1.

2.

3.

6.

7.

In the File (®ainn) menu, click Import model from XML (MUmnopt mogenu
n3 XML).

If you have not saved changes performed earlier, you will receive the respective
warning message. Click Yes ([Aa).

The Import data model (UMmnopT moaenu paHHbIX) dialog box appears.

Mrmnopt mogenn gaHHbx Y

MY Th K BMOAHOMY thaitny:

|C:'|,I_Isers'|,|_|serHDncuments'nNoname.xml | EBgﬁpaTb... ;

TN BHOCUMBIX M3MEHEHWIA:
() MpeaBapuTENbHEA 04YWCTKE MOAENW NEPED HMMIOPTOM
(®) [ofiaBneHHE MMNOPTHDYEMbIX 0TLEKTOB K CYLLECTEYHOLLMM

C YUETOM CYLWLECTEYIOWMX MPYMM, 33084 1 3a0aHHIA

MMRopTHPYEMble 00BEKTHI:

JanaHm MpyMnkEl pecypoos Pecypcal

oK O1mMeHa

In the Input file path (NMyTb k BxogHOMy cpainy) text box, enter the path
and the full name of the file that contains data about the model object. You can
also use Windows Explorer. To open Windows Explorer, click Browse
(BbibpaTb).

In the Change type (Tun BHOCMMbIX M3MEeHeHMM) section, select the
required import option. To do so, select one of the following:

Clear model before the import
MpepBapuTenbHasa o4MCTKa MoAaenu nepen MMNOpPTOM

All objects of the current data model are deleted. When the import is completed, the
data model contains only the objects that were added from the imported file

Add new objects to existing ones
[Ao6aBneHne NMNOPTUPYEMbIX 06 bEKTOB K CYLLEeCTBYHOLMM

The data model contains both the imported objects and the objects from the previous
data model. Some objects can be duplicated during the import if you have selected the
Keep existing groups, tasks and jobs (C yuyeTom cywecrBylowmx rpynn, 3agayd
M 3apgaHmi) or the data model already contained objects with the same names.

For Tasks (3apgaumn) and Resource groups (Fpynnbl pecypcoB), the objects are
duplicated and the duplicate object has the following name format:

object_name<N> where N is the sequence number of the duplicate object.

For Resources (Pecypchbt), the objects are not duplicated

In the Objects for import (MMnopTupyembie o6bekTbl) section, select the
required object types. If the selected file does not contain data about object of
some type, the respective check box will be disabled.

Click OK.
When the objects are imported, you receive the respective message.
Click OK.

Create a file to export the Sobol log

Sobol software allows you to create a file to export the event log with the specific
number of events.
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To create a file to export log:

1.

In the main menu (see Fig.1 on p. 11), select Service | Additional files
(CepBuc | JlononHutenbHbie dainnbl).

The Additional files (Co3gaHue pgononHuTtenbHbix ¢ainnos) dialog box
appears.

Co3gaHne 4ononHUTENEHEBIX daince x

alin anA sKanopTa wypHana

MyTe K dainy: | | KonW4eCTED ZanMced; I:I

daln gnA Koaa pacurpenia LUEFLBIOS

MyTb K daiiny: | |

t  Co30aTh OTMeHa

Fig. 3 The Additional files dialog box

Enter the full file name (the path and the name):
e eithertype the fullname in the Path to file (MyTb k dainy) text box;

e or use Windows Explorer, click D, select a destination folder and enter a
name for the file.

Note. The file must be in the csv format.

In the Number of events (KonuuectBo 3anucein) text box, specify the
required number of events to be exported.

Click Create (Co3paTb).
The file is created in the specified destination folder.

Note. If you create less than two files at the same time, you receive the error message. Click OK, then, in
the Additional files (Co3paHue gononHuTenbHbIX (haitnos) dialog box, click Cancel (OTmeHa).
The specified files will be created anyway. .

Create a file to save UEFI Option ROM

Sobol software allows you to create a file to save UEFI Option ROM.

To create a file to save UEFI Option ROM:

1.

Sobol. Version 4

In the main menu (see Fig.1 on p. 11), select Service | Additional files
(CepBuc | fononHuTenbHbie panbl).

The Additional files (Co3zgaHue gononHuTenbHbIX d¢ainoB) dialog box
appears.

Enter the full file name (the path and the name):

e eithertype the fullname in the Path to file (MyTb k dainy) text box;

e or use Windows Explorer, click D, select a destination folder and enter a
name for the file.

Note. The file must be in the bin format.

Click Create (Co3paTtb).
The file is created in the specified destination folder.

Note. If you create less than two files at the same time, you receive the ermor message. Click OK, then, in
the Additional files (Co3paHue pononHuTenbHbIX hainos) dialog box, click Cancel (OTmeHa).
The specified files will be created anyway. .
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Sobol software for Linux

Installation

The IC template management program is installed using vib/rpm/deb packages
respectively to a Linux distribution.

To install Sobol software on VMware vSphere ESXi 6:

1.

2.

6.

Power off all VMs on the server controlled by VMware vSphere ESXi 6 (hereinafter
ESXi system).

To copy an installation package to the server, run the following command:
scp sobol.vib root@<ip>

where <ip> — the IP address of the server.
Connect to the server via SSH. To do so:

e run the ESXisystem;

e press <F2>;

e enter the administrator password (the password is set during ESXi system
installation);

¢ run Troubleshooting Options | Enable SSH;
e connect to the server using a SSH client:
ssh <ip> -1 root

where <ip> — IP address of a VM.

Switch the server to maintenance mode:

vim-cmd hostsvc/maintenance mode enter

Install the vib package with Sobol software:

esxcli software vib install --no-sig-check -v /sobol.vib

Disable maintenance mode:

vim-cmd hostsvc/maintenance mode exit

Sobol software is installed on the server.

To install Sobol software on other operating systems within Linux family:

1.

2.

Insert the installation disk. Run a terminal emulator. Go to a program installation
directory for the respective Linux distribution.

According to the selected distribution and the architecture (see on p. 30) run the
following command:

e for rpm packages:
rpm -ivh <PACKAGE NAME>

e for deb packages:
dpkg -i <PACKAGE NAME>

Sobol software is installed on the computer and the default list of IC templates is
created.

Uninstallation

You can use different commands to uninstall Sobol software respectively to the
distribution and the architecture (see on p. 30).

Sobol. Version 4
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To uninstall Sobol software on VMware vSphere ESXi 6:

1.
2.

Power off all VMs on the server.

Switch the server to maintenance mode:

vim-cmd hostsvc/maintenance mode enter
Delete the vib package that contains Sobol software:
esxcli software vib remove --vibname=sobol
Disable maintenance mode:

vim-cmd hostsvc/maintenance mode exit

The IC template management program is uninstalled.

To uninstall Sobol software on other operating systems:

1.

2,

For rpm packages, run the following command:
rpm —e sobol

For deb packages, run the following command:
dpkg —-purge sobol

The IC template management program is uninstalled.

Integrity check configuration

You can configure the IC mechanism in Linux using either the graphical interface or
the command line.

To configure the IC mechanism, perform the following procedures:

1.

2.
3.

Modify the lists of IC objects (see p. 32, p. 35, p. 37, p. 38).

Attention! Aftermodifying the lists of IC objects, calculate reference checksums (see step 3). |

Enable the IC mechanism if it was disabled (see [1], Integrity Check).
Calculate reference checksums (see p. 39).

Attention! If you modified hard drive sectors (for example, using fdisk) when the IC mechanism is enabled,
restore original IC templates and calculate reference checksums.

The IC template management program also allows you to:

create reports about controlled objects (see p. 34);
create a file to export Sobol logs (see p. 39);
create a file to save UEFI Option ROM (see p. 40).

Configuring the IC mechanism using the graphical interface

Run the IC template management program

To run Sobol software:

1.

Sobol. Version 4

Run the IC template management program. To do so:

e ceitherusethe IC template management shortcut;

e orrun gtk-scheck file from terminal emulator using the following command:
/usr/bin/gtk-scheck

Note. If IC template management program cannot run, the previous session is not ended yet. Make sure
that gtk-scheck file is in /varflog directory. Delete the file and run the program again.

In the appeared dialog box, enter the administrator password and press
<Enter>.

A dialog box appears as in the figure below.
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YnpasneHue wabnonamm KL

@aiinel | CekTopkl | MHbopmauna

=z fdev/sdal (‘
(_,z)") KOA BE30MACHOCTH
.
CoxXpaHWTb

OYUCTUTL

Mo ymonyaHuio

BoibpaHo daiinos:
25

O6wwit pasmep:
392199 baiT

[ 33KpbITh J

Note. The provided screenshots are taken in Ubuntu 14.04 LTS Desktop with Unity graphical shell. |

If Sobol card is not attached to a computer, you receive the respective warning
message. To continue working with the program, click OK.

Modify the lists of IC objects

The original lists of files and sectors are created after Sobol software is installed. You
can add/remove IC objects to/from these lists.

Attention! Aftermodifying the lists, calculate reference checksums (see p. 39).

To modify the list of files:
1. Run the IC template management program (see above).
2. Select the Files (®ainbi) tab.
A hard drive (drives) file structure appears as in the figure below.

* Ynpaesnexue wabnonamu KL

®ainbl | CekTopbl  MHbopMauna

A [d[sda1 z@:-\ -

» (3 bin 5% KO BE3CMACHOCTI

» (3 boot

> 21 cdrom COXpPaHWTh

» &4 etc

> 1 home

> 84 lib Mo yMonuaHuio

» [ libs4

» [ loskt+found

» (1 media

> [ mnt BeibpaHo daiinos:
» (3 opt 25
» (3 root O6wuit pasmep:
» (2 sbin 392199 6auT

O4YUCTUTB

[ 3aKpbITh

3. Select the files to be checked by the IC mechanism.
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Attention! You cannot add the following files to the list:

* files of logical drivesincluded in LVM volumes;

* fileslocated in unsupported file systems;

* non-regularfiles;

* temporaryfiles;

* files withnames longerthan 253 characters;

* file with names longerthan 8 characters located in FAT sections.

To select/remove files:
o right-click 1 (%);

Tip.

* To select multiple files in a row, click the first file in the row. Then hold <Shift> and right-click 1
(not the file name) next to the last file in the row. While removing multiple files in a row make sure
thatthe last file in the rowis marked with %.

* To select/remove all the files of a hard drive orits section, right-click =2 (@ ) orld (ﬁ )nextto
the required object in the list.

e to select/remove files located in a drive or directory and its subdirectories,
right-click = ( 4] ) orl 1 ( ¥l ) next to the required object in the list;

e to select files from the default IC template, click Default (Mo ymonuanuio)
and, in the appeared dialog box, click Yes (Aa);

e to remove all the files, click Clear (OunctnTb) and, in the appeared dialog
box, click Yes (Aa).

4. After you selected all the required files, click Save (CoxpaHuTtb).
In the appeared dialog box, click:
e Yes (Aa) — tosave all changes and rewrite the template file;
¢ No (Hert) — todiscard all changes.

5. To exit the program, click Quit (3akpbITb).

The list of selected files is saved to files.nam file.

To modify the list of sectors:
1. Run thelICtemplate management program (see p. 31).
2. Select the Sectors (CekTopbl) tab.
A hard drive (drives) structure appears as in the figure below.

X YynpaeneHue wabnoHamu KL,

®aiinel | CekTopbl | MHbopMaLma

€5

Vi MasHan 3arpysouHan 3annceb \_,,j, KOA BE30NACHOCTI
i 3arpysouHbiii cextop (/dev/sdaT, ext4) *
¥ 8 PacumperHeii paznen (/dev/sda2) COXpaH1Tb

Vi BropuuHaa MBR
OYMCTHTE

Mo yMon4aHWio

BbI6paHo CEKTOPOB:
3
06K pa3Mep:

1536 HaiiT
| 38KpbITh
3. Select the sectors to be checked by the IC mechanism.
To select/remove sectors:
o right-click 1 (%);
Sobol. Version 4 33
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Tip.

* To select multiple sectors in a row, click the first one in the row. Then, hold <Shift> and right-click
[ (not the sector name) next to the last sector in the row. While removing multiple sectors in a
rowmake sure that the last sectorin the rowis marked with 1.

* Toselect/remove all sectors of a hard drive orits section, right-click =2 (ﬁ ) orl (ﬁ ynextto
the required object in the list.

to restore the original template, click Default (Mo ymonuyaHmro) and, in the
appeared dialog box, click Yes (Aa). All existing sectors will be selected;

to remove all sectors, click Clear (OunctuTb) and, in the appeared dialog
box, click Yes ([a).

After you selected all the required sectors, click Save (CoxpaHuTb)

In the appeared dialog box, click:

e Yes (Aa) — tosave all changes and rewrite the template file;

e No (Hert) — todiscard all changes.
5. To exit the program, click Quit (3akpbiTb).

The list of selected sectors is saved to sectors.nam file.

Create a report about controlled objects

To create a report:

1. Run the IC template management program (see p. 31).
2. Select the Information (MHdopmauua) tab.

This tab contains information about the IC template management program.

M S @ Ynpaenexue wabnoHamu KL,

Daiinel | CekTopel | MHpopmauna

ynpaenetme wabnoHamm koHTpons uenocTHocTH MAK "Cobone" <
. (g-’"\mﬂ:- OMACHOCTA
Bepcua nporpammuoro obecnevenna: 4.0.1-3 \_:)'

©@oruer
MyTb K WabnoHaM KOHTPOIA LeNI0CTHOCTH:

OC Ubuntu: /boot/sobol
Amck ¢ wabnoHamu KL; HDD1[5] ext4 41 GB
Nanka c wabnoHamu KL /boot/sobol

(c) 2018 OO0 "Kop BesonacHocTH". Bce NpaBa 3alMiLeHbl.

http://www.securitycode.ru

| 33KpbITh |

3. Click Report (OT1uerT).

Sobol. Version 4
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() OTyeT

BuibpaHo ¢ainos: 25. OB pasmep: 392199 baiT. .

1\4‘\

Wma paiina Pasmep ¢z |~ \&d), KOR BESONACHOCTY
sda1:/fetc/init.d/sobol 3273
sda1:f/etc/security/console.apps/gtk-scheck 78 CoxpaHnTb
sda1://lib/modules/3.13.0-24-generic/kernel/drivers/char/sobol.ko 38508 3aKpbITh
sda1://usr/bin/gtk-scheck 37

sda1://usr/bin/scheck 103344

Bbi6paHo cekTopoB: 3. O6wWMi pasmep: 1536 6aiT.

MmsA cekTopa

sda:/ThaBHan 3arpyso4Han 3anMcb

sda:/3arpy3ouHbli cekTop (/dev/sdal, ext4)
sda:/PacwupeHHbii pa3aen (/dev/sda2)/BropuyHas MBR

4. Tosave thereport tofile, click Save (CoxpaHuTtb).

5. In the appeared dialog box, set a directory where the file will be saved, the file
name and its format. Click Save (CoxpaHuTb).

6. To exit the program, click Quit (3akpbiTb).

Configuring the IC mechanism using the command line

To configure the IC mechanism in Linux using the command line, use scheck tool.
It is designed to manage IC templates. For detailed information about scheck tool,
see p. 41. Error messages that occur during scheck operation are described on p.
43.

Attention! Scheck command mustbe run by the root user.

Modify the list of controlled files

Scheck allows you to add/remove files to/from the IC list separately or as a list.

To add/remove a single file:
1. Toaddafile, run the following command:
scheck --add-file <PATH><FILE>
where <PATH> is the path to the file, <FILE> is the file name.

Example 1. To configure IC for sshd_ config file that is located in bin directory
with mnt mount point, run the following command:

scheck --add-file /mnt/bin/sshd config
or
scheck --add-file sda3:/bin/sshd config
2. Toremove afile, run the following command:
scheck --rm-file <PATH><FILE>
where <PATH> is a path to the file, <FILE> is the file name.

Example 2. To remove sshd_ config file located in bin directory, sda3 section
with mnt mount point, run the following command:

scheck --rm-file /mnt/bin/sshd config
or

scheck --rm-file sda3:/bin/sshd config

3. Toremove a hon-existing file, run the following command:

Note. A non existing file is a file that was deleted from the drive but not removed from the IC template. |
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scheck --rm-file <PATH><FILE>
where <PATH> is the path to the file with a logical drive, <FILE> is the name of
a non existing file.

Example 3. To remove the non existing file sshd_ config located in bin
directory, on Cdrive of the computer, first, run the command that displays all files
in the list:

scheck --l1ls-files

then, find the path to the file and remove it from the list:
scheck --rm-file C:/bin/sshd config

To add/remove multiple files:

1. To addfiles, run the following command:
scheck --add-ls-files <PATH><FILE>
where <PATH> is the path to the file, <FILE> is the name of the file that
contains the list of files for IC.

To create a list of files, set <PATH><FILE> in each line where <PATH> is the
path to the file, <FILE> is the name of the file.

Example 4. Add a list of files located in list_files.txt, in bin directory, on Cdrive
to the IC template. An example of list_files.txt contents:

sda4:/usr/share/locale/ru/LC_MESSAGES/gtk-scheck.mo

sda4:/usr/share/locale/ru/LC_MESSAGES/scheck.mo

sda4:/usr/share/gtk-scheck/images/folder marked.png
To add the files, run the following command:

scheck --add-ls-files C:/bin/list files.txt

2. Toremove files, run the following command:
scheck --rm-ls-files <IYTb><®AMI>
where <PATH> is the path to the file, <FILE> is the name of the file that
contains a list of files to be removed.
A list of files to be removed is created the same way as the list of files to be added.

Example 5. Remove a list of files located in list_files.txt, in bin directory, on
Cdrive from the IC template list.

To remove the files, run the following command:
scheck --rm-ls-files C:/bin/list files.txt

Modify the list of controlled sectors

Scheck allows you to add/remove sectors to/from the IC list separately or as a list.

Attention! ESXiformat has the following view:
t10.ATA WDC_WD5000AAKX2D001CA0 WD2DWCAYUHH63857:0.

To add/remove a single sector:
1. Toadd a sector, run the following command:
scheck --add-sector <DEVICE>:<NUMBER>
where <DEVICE> is the name of the drive (or drive section) where the required

sector is located, <NUMBER> is the humber of the drive sector (or the number of
sector inside the drive section). Sectors are numbered starting with 0.

Example 6. To add a boot sector of the sda device for IC, run the following
command:

scheck --add-sector sda:0

2. Toremove the sector run the following command:
scheck --rm-sector <DEVICE>:<NUMBER>
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where <DEVICE> is the name of the drive (or drive section) where the required
sector is located, <NUMBER> is the number of the drive sector (or the number of
the sector inside the drive section). Sectors are numbered starting with 0.

Example 7. To remove a controlled sector 1 from the IC section sda3, run the
following command:

scheck --rm-sector sda3:0

3. Toremove a non existing sector, run the following command:
scheck --rm-sector <DEVICE>:<NUMBER>
where <DEVICE> is the hexadecimal number of the hard drive that contains the

required sector, <NUMBER> is the number of the drive sector. Sectors are
numbered starting with 0.

Example 8. To remove sector 1 from the non existing drive 0x81, first, run the
following command:

scheck --ls-sectors

then, find the required sector in the list and remove it form the IC template:
scheck --rm-sector 0x81:0

To add/remove multiple sectors:

1. Toadd sectors, run the following command:
scheck --add-ls-sectors <PATH><FILE>
where <PATH> is the path to the file, <FILE> is the name of the file that
contains the list of sectors for IC.

To create a list, set <DEVICE>:<NUMBER> in each line where <DEVICE> is
the name of the drive (or drive section) where the required sector is located,
<NUMBER> is the number of a drive (or the number of the sector inside the
drive section).

Example 9. Add sectors located in the list_sectors.txt file, in the bin directory,
on Cdrive. An example of list_files.txt contents:

sda: 0
sdal: 0
sda2:0
To add sectors to the IC template, run the following command:

scheck --add-ls-sectors C:/bin/list_sectors.txt

2. Toremove sectors, run the following command:
scheck --rm-ls-sectors <PATH><FILE>
where <PATH> is the path to the file, <FILE> is the name of the file that
contains the list of sectors for IC.

The list of sectors to be removed is created the same way as the list of added
sectors.

Example 10. Remove sectors located in the list_sectors.txt file, in the bin
directory, on Cdrive. (see Example 9).

To remove sectors from the IC template, run the following command:

scheck --rm-ls-sectors C:/bin/list_sectors.txt

Modify the list of controlled SMBIOS tables

Scheck allows you to add/remove SMBIOS tables to/from the IC list separately or as
a list.

Attention! SMBIOS tables can be controlled by IC only using CentOS 7.3.

To add/remove all SMBIOS tables:
1. To add all SMBIOS tables, run the following command:
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scheck -—-add-smbios SMBIOS

To remove all SMBIOS tables, run the following command:
scheck --rm-smbios SMBIOS

To add/remove a single SMBIOS table:

1.

To add a specific SMBIOS table, run the following command:
scheck --add-smbios "<TABLE.NAME>"

where <TABLE.NAME> is the full name of the SMBIOS table.

Example 11. To add a table that contains BIOS information, first, run the
following command:

scheck --ls-system-smbios

then, find the required table in the list and add it to the IS template:
scheck --add-smbios "SMBIOS\BIOS #0000"

To remove a specific SMBIOS table, run the following command:
scheck --rm-smbios "<TABLE.NAME>"

where <TABLE.NAME> is the full name of the SMBIOS table.

Mpumep 12. To remove a table that contains system board information, first,
run the following command:

scheck --ls-smbios
then, find the required table in the list and remove it from the IC template:
scheck --rm-smbios "SMBIOS\System #0001"

To add/remove a specific SMBIOS table field:

1.

2.

To add a SMBIOS table field, run the following command:

scheck --add-smbios "<TABLE.NAME>\<FIELD>"

where <TABLE.NAME> is the full name of the SMBIOS table, <FIELD> is the
name of the SMBIOS tabile field.

Example 13. To add the Vendor field from the table that contains
BIOS information, first, run the following command:

scheck --ls-system-smbios

then, find the required table/field value and run the following command:
scheck --add-smbios "SMBIOS\BIOS #0000\Vendor"

To remove the SMBIOS table field, run the following command:

scheck --rm-smbios "<TABLE.NAME>\<FIELD>"

where <TABLE.NAME> is the full name of the SMBIOS table, <FIELD> is the
name of the SMBIOS tabile field.

Example 14. To remove the Family field of the table that contains system
board data, first, run the following command:

scheck --ls-smbios

then, find the required table/field value and run the following commands:
scheck --rm-smbios "SMBIOS\System #0001\Family"

Modify the list of controlled PCl devices

Scheck allows you to add/remove PCI devices to/from the IC list separately or as a

list.

Attention! PCl devices can be controlled by IC only using CentOS 7.3.

To add/remove all PCI devices:

1.

Sobol. Version 4

To add all PCI devices, run the following command:
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scheck --add-pci PCI

2. Toremove all PCI devices, run the following command:

scheck --rm-pci PCI

To add/remove a single PCI device:
1. To add a specific PCI device, run the following command:
scheck --add-pci "<DEVICE>"

where <DEVICE> is the name of the required PCI device.

Example 15. To add a specific Ethernet controller, first, run the following
command:

scheck --ls-system-pci

then, find the required Ethernet controller in the list and add it to the IC
template:

scheck --add-pci "Ethernet Connection (2) I219-V"

2. Toremove a specific PCI device, run the following command:
scheck --rm-pci "<DEVICE>"

where <DEVICE> is the name of the required PCI device.

Example 16. To remove a specific USB controller, first, run the following
command:

scheck --l1ls-pci
then, find the required USB controller in the list and remove it from the
IC template:

scheck --rm-pci "Sunrise Point-H USB 3.0 xHCI Controller"

Calculate reference checksums
After you configured and saved the IC list, you must calculate reference checksums.

To calculate reference checksums:

1. Restart you computer (orVMserver) and log on to the system as Sobol
administrator (see [1]).

2. Enable the IC mechanism (see[1]).

3. In the administrator menu, go to Integrity Check, in the Calculate
checksums section, select Start.

Reference checksums are being calculated. The window that displays the
calculation progress appears.
To cancel the calculation, press <Esc>. If an error occurs, the calculation will be
stopped and you will receive the respective message. Read the message and, to
continue, press any key.
Reference checksums are calculated successfully if no errors occurred during the
calculation (the Errors field has 0 value).
If an error occurs (the specified file or sector is not found, etc.), determine and fix the
problem. For example, if specified files are not found, modify the IC template (remove
these files from the IC template). After you fix all the problems, calculate reference
checksums again. For detailed information about error messages, see [1] or p. 43

Create a file to export the Sobol log
Sobol software allows you to create a csv file to export the event log with the specific
number of events.
To create a file to export the log, run the following command:
scheck --create-csvfile <PATH><FILE> --record-count <N>
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where <PATH> is the path to the file, <FILE> is the name of the file, <N> is the
number of events in the log being exported.

Example 17. To create a file to export sb_exp.csv log with 1000 events located in
the bin directory, run the following command:

scheck --create-csvfile /bin/sb_exp.log --record-count 1000

Create a file to save UEFI Option ROM

Sobol software allows you to create a bin file to save UEFI Option ROM.
To create a file to save UEFI Option ROM, run the following command:
scheck --create-romfile <PATH><FILE>

where <PATH> is the path to the file, <FILE> is the name of the file.

Example 18. To create sobol_ pcie.bin file to save UEFI Option ROM located in bin
directory, run the following command:

scheck --create-romfile /bin/sobol pcie.bin
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Appendix

Scheck format
Scheck has the following format: scheck [key] [argument].
Key Description Argument Comment
--help (-h) Show Help None
--version (-V) Show program version None
--verbose (-v) Show messages about program None Does not function using
operation VMware vSphere ESXi 6
--Is-path Show paths to IC template files None
--Is-drives Show information about used devices | None
and sections
--Is-files Show the list of controlled files None
--Is-sectors Show the list of controlled sectors None
--Is-smbios Show controlled SMBIOS tables and None Functions only using
fields Cent0S 7.3
--ls-system- Show SMBIOS tables and fields None Functions only using
smbios included in current OS Cent0S 7.3
-=Is-pci Show the list of controlled PCI devices | None Functions only using
Cent0S 7.3
--Is-system-pci | Show all PCI devices connected to the | None Functions only using
current computer Cent0S 7.3
--add-file Add afile to the list of controlled files | <PATH><FILE> <PATH> is the path to the
file.
--rm-file Remove a file from the list of <FILE> is the name of the
controlled files file
--add-sector Add a sector to the list of controlled <DEVICE>: <DEVICE> is the drive
sectors <NUMBER> (drive section) name where a
sector being added/removed
is located.
<NUMBER> is the sector
--rm-sector Remove a sector from the list of number on the drive (or the
controlled sectors sector number inside the
drive section)
--add-Is-files Add files of a specific text file to the <PATH><FILE> <PATH> is the path to the
list of controlled files file.
--rm-Is-files Remove files of a specific text file from <FILE> is the name of the

the list of controlled files

--add-Is-sectors

Add sectors of a specific text file to
the list of controlled files

--rm-Is-sectors

Remove sectors of a specific text file
from the list of controlled files

text file that contains the list
of controlled files or sectors

Sobol. Version 4
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Key Description Argument Comment
--add-smbios Add SMBIOS tables to the list of SMBIOS SMBIOS — add/remove all
controlled objects or SMBIOS tables.
<TABLE NAME>\ | <TABLE NAME> is the full
<FIELD> name of the SMBIOS table
being added/removed.
Optional parameter.
<FIELD> is the field being
added/removed. Optional
--rm-smbios Remove SMBIOS tables from the list of /r v pd
) parameter.
controlled objects
Functions only using
Cent0S 7.3
--add-pci Add PCI devices to the list of PCI PCI — add/remove all
controlled objects or PCI devices connected to the
<DEVICE> computer.
<DEVICE> is the name of
the PCI device being
added/removed. Optional
i - - parameter.
--rm-pci Remove PCI devices from the list of
controlled objects
Functions only using
Cent0S 7.3
--clear-files Clear the list of controlled files None
--reset-files Restore the default list of controlled None
files
--clear-sectors | Clear the list of controlled sectors None
--reset-sectors | Restore the default list of controlled None
sectors
--clear-smbios | Clear the list of controlled None Functions only using
SMBIOS tables Cent0S 7.3
--clear-pci Clear the list of controlled PCI devices | None Functions only using
Cent0S 7.3
--create-romfile | Create a file to save UEFI Option ROM | <PATH><FILE> <PATH> is the path to the
file.
<FILE> is the name of the
file
--create-csvfile | Create a file to export the log <PATH><FILE> <PATH> is the path to the

--record-count

file.

<FILE> is the name of the
file

--record-count — the
number of events

(see below)

--record-count

The number of events to export within

the log

<N>

<N> is the number of
events.

This key is an argument for
the --create-csvfile key
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Scheck error messages

The following messages will appear if an error occurs during scheck operation:

Only root can run this program

Cause: The command is run by a user without administrator privileges.
Solution: Run the command as the root user.

scheck: (null) is invalid option

Cause: The command does not contain the required key or the key is not valid.
Solution: Add a valid key. For detailed information about scheck commands, see p. 41.
Error adding file to integrity check templates:
file <PATH><FILE> is not found
Cause: The command might contain the invalid path or name of the required file, or the file is
not supported by Sobol IC mechanism.
Solution: Determine the cause of the problem. Specify the full name of the file.
Error adding file to integrity check templates:
file <PATH><FILE> is already in templates
Cause: The command might contain a file that was added to the IC list earlier.
Solution: If necessary, add another file.

Error removing file from integrity check templates:
file <PATH><FILE> is not in templates

Cause: The command might contain the invalid path or name of the required file, or the file
no longer exists.

Solution: Determine and fix the problem. If the file no longer exists, remove or from the IC list
(see p. 35).

Error adding files list to integrity check templates:
file <PATH><FILE> is not found

Cause: The command might contain the invalid path or name of the required file with the list
of controlled files.

Solution: Determine the cause of the problem. Specify the valid name of the file.
Error removing files list from integrity check templates:
file <PATH><FILE> is not found

Cause: The command might contain the invalid path or name of the file with the list of
controlled files.

Solution: Determine the cause of the problem. Specify the valid name of the file.
Error adding sector to integrity check templates:
sector <DEVICE>:<NUMBER> is not found

Cause: The command might contain the invalid name of the drive (drive section) or sector
number on the drive (the sector number within a section).

Solution: Determine the cause of the problem. Specify valid parameters.
Error adding sector to integrity check templates:
sector <DEVICE>:<NUMBER> is already in templates

Cause: The command might contain a sector that was added to the IC list earlier.

Solution: If necessary, add another sector.
Error adding sector to integrity check templates:
sector <DEVICE>:<NUMBER> is not found

Cause: The command might contain a sector that was added to the IClist earlier, or the
sector does not exist.

Solution: Determine and fix the problem. If the required sector does not exist, remove it from
the IC list (see p. 36).
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Error adding sectors list to integrity check templates:
file <PATH><FILE> is not found

Cause: The command might contain the invalid path or name of the file with the list of
controlled sectors.

Solution: Determine the cause of the problem. Specify the valid name of the file.
Error removing sectors list from integrity check templates:
file <PATH><FILE> is not found

Cause: The command might contain the invalid path or name of the file with the list of
controlled sectors.

Solution: Determine the cause of the problem. Specify the valid name of the file.

scheck options error:
--record-count is not specified!

Cause: The command does not contain the number of events to be exported.
Solution: Create a file to export the log again and specify the number of events (see p. 39).
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Documentation

Hardware Trusted Boot Module Sobol. Version 4. Administrator guide.

2. Hardware Trusted Boot Module Sobol. Version 4 . Administrator guide.
Sobol software.

[y

3. Hardware Trusted Boot Module Sobol. Version 4. User guide.
4. Hardware Trusted Boot Module Sobol. Version 4. Getting Started.
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